
 

 

California Consumer Privacy Act - Service Provider 

Checklist 
 

Contracts Between Businesses and Service providers 

CCPA Sections 1798.100, 1798.140 and CCPA Regulations Section 7051 

 
Businesses must enter into a written contract with a Service provider that: 
 

​Prohibits the Service provider from Selling or sharing the Personal information. 
 

​Prohibits the Service provider from retaining, using, or disclosing the Personal information for a 
Commercial purpose other than for the Business purposes specified in the contract. 
 

​Prohibits the Service provider from retaining, using, or disclosing the information outside of the direct 
Business relationship with the Business. 
 

​Prohibits the Service provider from combining the Personal information that the Service provider 
receives from, or on behalf of, the Business with Personal information that it receives from, or on 
behalf of, another Person, or Collects from its own interaction with the Consumer (Note that the 
Service provider may combine Personal information to perform any Business purpose except for 
providing Advertising and marketing Services). 

https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=id.frgvs1vxmxc
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.99cio22dpjaf
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.xp4lfjgmkxmh
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.mnl3in9mhtrv
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1W6kOQlzrz5VHD0dCoKLszw6lm-awp-dyQSmRam0e-W0/edit#bookmark=kix.ed936mxjmce0
https://docs.google.com/document/d/1QnYDtLBOj4GUv4ZEzoq0o0AOtFhA-fbl8MIDJl67Wio/edit#bookmark=id.3fg7cfsj2sie
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.q6kdjhvzfdgf
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=id.frgvs1vxmxc
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=id.frgvs1vxmxc
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.mnl3in9mhtrv
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=id.frgvs1vxmxc
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.mnl3in9mhtrv
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.4ac9shmummoz
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.5iakx7s7531
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.s7wxrz17sygv
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.lyg1aps5mjm
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.mnl3in9mhtrv
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.q6kdjhvzfdgf
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.3taho58d81xp
https://docs.google.com/document/d/1_eWYYa49GYg7-7U_hmc831TGkt5x78EcI3i2MAAQLDM/edit#bookmark=kix.cqysri95womp


 

 
​ Requires the Service provider to notify the Business if it uses any sub-processors to process the 
Personal information.  
 

​ Requires the Service provider to contractually flow the same obligations that it has with the Business 
to any sub-processors.  
 

​ The contract may permit the Business to monitor the Service provider’s compliance with the contract, 
including through ongoing manual reviews and automated scans and regular assessments, audits, or 
other technical and operational testing at least once every 12 months. 
 

​ Identify the specific Business purposes for which the Service provider is Processing Personal 
information,  
 

​ Specifies that the Business is disclosing the Personal information only for the limited and specified 
Business purpose(s) set forth in the contract. 
 

​ Require the Service provider to comply with all applicable sections of the CCPA and provide the level 
of privacy protection required by the CCPA. This may include requiring the Service provider to assist 
the Business in completing the Business’s cybersecurity audit, conducting the Business’s risk 
assessment, or complying with the Business’s ADMT requirements. 
 

​ Require the Service provider to notify the Business if it determines that it can no longer meet its 
obligations under the CCPA. 
 

​ Grant the Business the right, upon notice, to take reasonable and appropriate steps to stop and 
remediate the Service provider’s unauthorized use of Personal information. 
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​ Require the Service provider to enable the Business to comply with Consumer requests or require the 
Business to inform the Service provider of any Consumer request and provide the information 
necessary for the Service provider to comply with the request. 
 

​Grants the Business rights to take reasonable and appropriate steps to help ensure that the Service 
provider uses the Personal information in a manner consistent with the Business’ obligations under 
the CCPA.  
 

​Grants the Business the right, upon notice, including the above determination of inability to meet 
obligations, to take reasonable and appropriate steps to stop and remediate unauthorized use of 
Personal information. 

 
 

Additional Requirements for Contracts Between Businesses and Service providers for Deidentified 
Data 1798.148(a). 
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