EU General Data Protection Regulation (GDPR)
Data Protection Agreement (DPA) Requirements
for controllers and processors under Article 28

1. The controller shall use only processors that implement appropriate technical and organizational
measures such that processing will meet the requirements of the GDPR and ensure the protection of the
rights of the data subject.

2. The processor shall not engage another processor without prior specific or general written authorization
of the controller. In the case of general written authorization, the processor shall inform the controller of any

intended changes concerning the addition or replacement of other processors, and give the controller the
opportunity to object to such changes.

Contractual Requirements of Article 28:

[J Processing by a processor shall be governed by a contract, which shall be in writing. The contract
must set out:

[J the subject matter and duration of the processing,
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[J the nature and purpose of the processing,
J the type of personal data and categories of data subjects
[J and the obligations and rights of the controller.

[J The contract shall state that the processor:

[J Processes the personal data only on documented instructions from the controller,

including with regard to transfers of personal data to a third country or an international

organization;

[J Ensures that persons authorized to process the personal data have committed

themselves to confidentiality or are under an appropriate statutory obligation of

confidentiality;

[0 Takes all measures required pursuant to Article 32

Article 32:

[J Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, the controller

and the processor shall implement appropriate technical and organizational
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measures to ensure a level of security appropriate to the risk.

[J To assess the appropriate level of security, the controller and processor should take
into account the specific risks that are presented by processing, in particular from
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to personal data transmitted, stored or otherwise processed.

[J Adherence to an approved code of conduct as referred to in Article 40 or an
approved certification mechanism as referred to in Article 42 may be used as an
element by which to demonstrate compliance with the requirements set out in the
GDPR.

[J The controller and processor shall take steps to ensure that any natural person

acting under the authority of the controller or the processor who has access to

personal data does not process them except on instructions from the controller,

unless otherwise required by Union or Member State law.

[J Respects the requirements of this checklist for engaging another processor (usually

called a “sub-processor”);

[J Taking into account the nature of the processing, assists the controller by appropriate
technical and organizational measures to fulfill the controller’s obligation to respond to

data subject requests under the GDPR.
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[J Assists the controller in ensuring compliance with its obligations pursuant to Articles 32,
33,34, 35 and 36 taking into account the nature of processing and the information
available to the processor;

[0 At the controller's option, deletes or returns all the personal data to the controller after the
end of the provision of services relating to processing, and deletes existing copies unless

otherwise required by Union or Member State law;

[J Makes available to the controller all information necessary to demonstrate compliance
with the obligations in this Article 28.

[J Allows for and contributes to audits and inspections conducted by the controller or
another auditor mandated by the controller.

[J Requires the processor to immediately inform the controller if, in its opinion, the
controller's instruction infringes this Regulation or other Union or Member State data

protection provisions.

[J 5. If a processor engages another processor to conduct processing activities on behalf of the

controller, the processor must flow down the same data protection obligations as set out in the DPA

between the controller and the processor on the other processor. Note that if the other processor fails

to fulfill its data protection obligations, the initial processor shall remain fully liable to the controller for

the performance of that other processor's obligations.
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