
 

 
 

California - CCPA Businesses must enter into a written contract with a service 
provider that prohibits the service provider from: 

Businesses and Service Providers ​ 1. Selling or sharing the Personal information. 
 

​ 2. Retaining, using, or disclosing the Personal information for 
any purpose other than for the Business purposes specified in 
the contract for the business. 
 

​ 3. Retaining, using, or disclosing the information outside of the 
direct business relationship between the Service provider and 
the business. 
 

​ 4. Combining the Personal information that the Service 
provider receives from, or on behalf of, the business with 
Personal information that it receives from, or on behalf of, 
another Person, or Collects from its own interaction with the 
Consumer, provided that the service provider may combine 
Personal information to perform any Business purpose as 
defined in Regulations except for providing Advertising and 
marketing Services. 
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​ 5. The contract may, subject to agreement with the Service 
provider, permit the business to monitor the Service provider’s 
compliance with the contract through measures including, but 
not limited to, ongoing manual reviews and automated scans 
and regular assessments, audits, or other technical and 
operational testing at least once every 12 months. 
 

​ 6. Identify the specific Business purposes for which the Service 
provider is Processing Personal information pursuant to the 
written contract with the business, and specify that the 
business is disclosing the Personal information to the Service 
provider only for the limited and specified Business purpose(s) 
set forth within the contract. 
 

​ 7. Require the Service provider to comply with all Applicable 
Sections of the CCPA and these regulations. 
 

​ 8. Require the Service provider to notify the business after it 
makes a determination that it can no longer meet its 
obligations under the CCPA and these regulations 
 

​ 9. Grant the business the right, upon notice, to take reasonable 
and appropriate steps to stop and remediate the Service 
provider or Contractor’s unauthorized use of Personal 
information. 
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​ 10. Require the Service provider to enable the business to 
comply with Consumer requests made pursuant to the CCPA 
or require the business to inform the Service provider of any 
Consumer request made pursuant to the CCPA that they must 
comply with and provide the information necessary for the 
Service provider to comply with the request. 
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